Reporting template on major incidents

(anglicka verze)

Major Incident Report

Report date (DDMWYYYY) |
Incident reference code [

Resetdropdown
selections

A - Initial report
A1 - GENERAL DETAILS

Type of report
Type of report [T |
[Affected payment service provider (PSP)
PSP name
PSP national identification number
Head of group, if applicable

Oar Ooe Oer Os Ow Oer

Olee Clok Oer O Owr Oro
Country / countries affected by the incident Oles Oee Owr Ou O Ose

Oey Oes Ohu Our One Osi

Oez m] (m[3 Ow (ml Osk
Primary contact person [ Emai | | Telephone |
Secondary contact person | E-mail | | Telephone |
Reporting entity this section if the reporting entity is not the affected PSP in case of delegated reporting)
Name of the reporting entity
National identification number
Primary contact person [ E-mail | [ Telephone |
Secondary contact person | E-mail | | Telephone |

A 2 -INCIDENT DETECTION and CLASSIFICATION

Date and time of detection of the incident (DDMMWYYYY HH:MW)

Date and time of classification of the incident (DMWY YYY HH:MW)

The incident was detected b

- |

I

If Other, please specify: |

Type of Incident

= |

Criteria friggering the major incident report

[ Transactions affected

O e

Payment senice users
af o

Breach of security of

O High level ofinternal Other PSPs orrelevant

systems

O

Oinfrastructures.
potentilly afected

escalation

[ Reputational impact

A short and general description of the incident

Impact in other EU Member States, if applicable

Reporting to other authorities

|

If*Yes!, please specify:

Reasons for late submission of the initial report




| Major Incident Report

Intermediate report

Report date (DDMWYYYY) [ ]
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—

Time (HH:MM)

Incident reference code

B - Intermediate report
B 1- GENERAL DETAILS

What is the specific issue?

How did the incident start?

How did it evolve?

ment service users)?

Was the incident communicated to payment service users?

If 'Yes', please specify.

Was it related to a previous incident/s?

If 'Yes', please specify

Were other service providers/third parties affected or involved?

If 'Yes', please specify:

(Was crisis management started (internal and/or external)?

If 'Yes', please specify:

Date and time of beginning of the incident
(if already identified) (DD/MM/YYYY HH:MM)

Date and time when the incident was restored or is expected to be
restored (DDMM/YYYY HH:MM)

Functional areas affected

[ Authentication/Authorisation [ birect settlement
[ communication

[Jclearing [Jother

[ indirect settiement

I ‘Other’, please specify:

Changes made to previous reports

B 2 -INCIDENT CLASSIFICATION / INFORMATION ON THE INCIDENT

Transactions affected !

Impact level

Number of transactions affected

As a % of regular number of transactions

Value of transactions affected in EUR

4

Duration of the incident (only applicable to operational incidents)

#

Comments: [

Payment service users affected !

Impact level

<

Number of payment senice users affected

As a % of total payment senice users

Breach of security of network or information systems

v

Describe how the network or information systems have been affected

Service downtime

- Days: Hours:

Total senice downtime: ] [

Economic impact

Impact level

Direct costs in EUR

L]

High level of internal escalation

Indirect costs in EUR
=]

Describe the level of intemal escalation of the incident,
indicating if it has triggered or is likely to trigger a crisis mode (or equivalent)
and if so, please describe

Other PSPs or relevant infrastructures potentially affected

Describe how this incident could affect other PSPs
and/or infrastructures

Reputational impact

k2

Describe how the incident could affect the reputation of the PSP (e.g. media
coverage, publication of legal actions or infringements of law...)

B 3 - INCIDENT DESCRIPTION

Type of Incident

v

Cause of incident

[J under investigation
[ malicious action
[ Process failure

[ systemfailure

[ Human errors

[ externalevents

Oother If ‘Other’, please specify:

[Was the incident affecting you directly, or indirectly through a service
provider?

> If Indirectly’, please provide the
senice provider's name:

B 4 - INCIDENT IMPACT

Overall impact

[ Contidentiality
[ Authenticity

[ integrity
O availability

Commercial channels affected

[J Branches [ Telephone banking
[Je-banking ] Mobile banking
[ E-commerce [J Amvs

[ rointofsake

[Jother

If ‘Other', please specify:

Payment services affected

[ cash placement on a paymentaccount O credittransfers
[ cash withdrawal frema payment account [ pirect debits
Oo for operating & [ card payments

[ Acquiring of payment in struments [ 1ssuingof payment instruments

[ Money remittance
[ paymentiini

[ Accountinformation senvices

tion

B 5 - INCIDENT MITIGATION

(Which actions/measures have been taken so far or are planned to recover|
from the incident?

Have the Business Continuity Plan and/or Disaster Recovery Plan been
activated?
If so, when? (DDMMYYYY HH.MM)

If so, please describe




| Major Incident Report

Please select the type of report:

Reset dropdown
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Please describe:

(applicable for Incldents reclassified as non-major)

Repot date (DDMMYYYY) [
Incident reference code | |

C - Final report

C 1 - GENERAL DETAILS

fromthe initial re port and the intermediate report(s)
Changes made to previous reports
Any other relevant information

Are all original controls in place? |
If “No”, specify which controls and the additional period required for
their restoration

C 2- ROOT CAUSE ANALYSIS AND FOLLOW UP
What was the root cause (if already known)? [ Malicious action [ Process failure [ systemfailure [ Human error [ Extemalevent O other

Please specify: B valicious code - Defici o -
[ informationgathering control B Unintended ratliRstE
B intrusions BB Communication issues B Networkfaiure o [ ] suppnemcrgza\
" Inaction senvice provider

Distributad/Den’al of service

B om0y B improper opertions [ Detabase ssues i
i o inent B rorcemajeure
[ Deliberate actons [ inadequateChange g Softwere/eopiication resources
failure

Deliberateexterral physial . [ Other [ other

B il [ n2dequecyotintemel B Physicaldamage

procedures and documentation
[ Informatoncontentsecurity

B Recoveryissues [ other
[ Fradulentactions

B other B other

If*Other’, please specify:

Other relevant information on the root cause

Main corrective actions/measures taken or planned to prevent the
incident from happening again in the future, if already known

C 3 - ADDITIONAL INFORMATON
Has the incident been shared with other PSPs for information purposes? LI

If 'Yes', please provide details: ’

Has any legal action been taken against the PSP? |

If 'Yes', please provide details: ‘

|Assessment of the effectiveness of the action taken =

Please provide details: ‘

33





